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Abstract

This comprehensive audit investigates and documents the strategic
development and market positioning of whosthat.uk. The organisation
aims to disrupt the legacy cybersecurity market by offering localised, on-
premises Sovereign Appliances to small and medium enterprises (SMEs).
Traditional Managed Security Service Providers (MSSPs) and enterprise
vendors rely heavily on fear, uncertainty, and doubt to lock clients into
exorbitant recurring contracts. This audit exhaustively evaluates the
specific hardware architecture (fanless 15W local appliances), the
disciplined pricing strategies (+25% B2B margin buffers), and the
catastrophic competitor vulnerabilities that validate the whosthat.uk
operational model. By examining specific Department of Justice (DOJ)
settlements and Securities and Exchange Commission (SEC) fraud
charges against major competitors, this document proves that relying on
bloated, centralized cybersecurity corporations represents an unacceptable
legal and operational risk. Furthermore, through deep reflection on the
toxic burnout culture of legacy providers, this investigation dictates that
cybersecurity must operate as a symbiotic community service rather than

a parasitic corporate extraction.
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1.0 Introduction and Infrastructure
Audit

Audit findings indicate that the deployment architecture is strictly divided
into two distinct profiles to minimise unnecessary thermal overhead,

reduce electricity costs, and maximise operational efficiency.

1.1 Micro Business Profile

Targeting solo practices and boutique clinics (1 to 10 staff), this
deployment relies on a silent, ultra-low-power dedicated local appliance.
Rather than burying small clinics in technical debt, this tier acts as a quiet,
invisible administrator. Crucially, high-intensity RF airspace monitoring is
excluded by default, preventing unnecessary hardware wear and keeping
the system entirely silent in quiet clinical environments. It provides
absolute data privacy without disrupting the peaceful atmosphere required

for patient care.

1.2 Macro Business Profile

Targeting multi-site practices (50+ staff), this profile scales to a highly
robust dedicated edge appliance running a high-availability local
database. This tier mandates a high-speed backbone network and multiple
distributed sensor nodes to provide continuous, active RF airspace
sweeping across large commercial properties. This architecture ensures
complete network visibility over expansive perimeters without

outsourcing telemetry to third-party cloud providers.



2.0 Financial Audit: B2B Procurement

Strategy

A critical pivot in the business strategy involved shifting hardware
procurement from fragile consumer platforms (such as Amazon) to
established UK B2B IT distributors (such as Scan Computers).

While B2B sourcing increases the procurement cost of each sovereign
appliance to exactly 240 GBP, it mathematically secures essential 3-Year
Next-Business-Day warranties. To ensure ultimate operational stability,
the hardware markup was increased to a highly disciplined, flat 25
percent. This creates a vital financial buffer, allowing whosthat.uk to
instantly courier and replace failing appliances at zero cost to the client.
Even with this explicit margin, the total appliance investment (495 GBP)
remains over 70 percent cheaper than equivalent enterprise hardware from
competitors like Cisco Meraki, definitively shielding local businesses

from unpredictable SaaS price hikes.



3.0 Competitor Liability Audit: Court
Cases & Systemic Risk

A thorough legal and operational investigation of legacy competitors
reveals a landscape fraught with corporate fraud, severe legal liability, and
devastatingly toxic internal cultures that directly compromise client

safety.

3.1 The Cloudflare November 2025 Outage:
Centralised Fragility

On 18 November 2025, a global misconfiguration crashed Cloudflare's
routing software worldwide. Because a vast portion of modern legacy
cybersecurity hardware requires constant "phone-home" connectivity to
central cloud controllers, this single point of failure cascaded across the
entire internet. X (formerly Twitter), ChatGPT, Spotify, Canva, Discord,
1Password, Sage, Trello, and thousands of other platforms went dark
simultaneously for several hours. Cloudflare itself publicly apologised to
its customers and the broader internet community. This devastating event
proved definitively that relying on "too-big-to-fail" cloud infrastructure is
not a convenience; it is a critical systemic vulnerability (Cloudflare,
2025). The whosthat.uk Sovereign Appliance prevents this entirely by

keeping all orchestration strictly on the local premises.

3.2 Employee Burnout and Client Safety

Breaches

The legacy cybersecurity industry is plagued by a systemic "churn and
burn" culture. Corporations routinely hire entry-level analysts and sales
staff, working them to exhaustion with impossible KPIs, only to terminate
them after a few months under the guise of "performance restructuring."
Cisco alone executed mass layoffs exceeding 10,000 employees in recent

years, gutting their enterprise support continuity (Cisco, 2024). This audit



establishes that extreme employee burnout has a direct, catastrophic
correlation with client safety. Exhausted, uninvested, and terrified support
teams cannot effectively monitor or protect client networks, leading

inevitably to severe public liability breaches.

3.3 SolarWinds: SEC Fraud Charges &
Negligence

The 2020 SUNBURST supply chain attack compromised thousands of
federal and enterprise networks. However, the subsequent legal fallout
revealed that the vulnerability was born not just of technical failure, but of
alleged corporate fraud. The Securities and Exchange Commission (SEC)
officially charged SolarWinds and its Chief Information Security Officer
(CISO) with fraud and internal controls failures. The SEC alleged that
from at least 2018 through 2020, SolarWinds deliberately defrauded
investors and clients by overstating its cybersecurity practices and
willfully concealing catastrophic vulnerabilities (Securities and Exchange
Commission, 2023). Internal documents revealed that employees
repeatedly warned executives about the company's fragile remote access
setups. As a direct result of misleading public disclosures, SolarWinds
was forced into a 26 million USD settlement to resolve a consolidated
putative class action lawsuit (Securities and Exchange Commission,
2022).

3.4 Cisco Systems: False Claims Act & Deliberate

Vulnerabilities

Cisco Systems was embroiled in a landmark whistleblower lawsuit that
exposed severe ethical bankruptcy regarding client safety and government
procurement. In 2019, Cisco agreed to pay an 8.6 million USD settlement
to the federal government to resolve allegations under the False Claims
Act. The DOJ investigation revealed that Cisco knowingly manufactured
and sold video surveillance software with profound security
vulnerabilities to federal and state government entities (Department of
Justice, 2019). The litigation proved that Cisco executives were aware of
the flaws yet chose to suppress the warnings to protect revenue streams,

actively risking the physical safety of government compounds.



3.5 Ubiquiti: Insider Extortion & Abandoned
Support

In 2021, Ubiquiti suffered a catastrophic data breach orchestrated by a
rogue internal employee. The attacker, Nickolas Sharp, used his root
access to download gigabytes of confidential customer data from their
AWS infrastructure, altered server logs to cover his tracks, and then
attempted to extort the company for millions in cryptocurrency (Krebs,
2021). Sharp pleaded guilty and was sentenced to six years in federal
prison (Department of Justice, 2023). The company subsequently faced a
massive shareholder class-action lawsuit for allegedly covering up the
severity of the incident. Beyond the breach, audit findings confirm that
Ubiquiti offers virtually zero enterprise-grade support, leaving business
owners completely stranded on internet forums when their networks

crash.

3.6 Darktrace & MSSPs: Financial Volatility and
The £50,000 Trap

In 2023, Darktrace was targeted by a devastating short-seller report
accusing the organisation of channel stuffing and aggressive accounting
practices (Quintessential Capital Management, 2023). The resulting panic
wiped hundreds of millions from their market capitalisation, forcing a 75
million GBP emergency share buyback. Astoundingly, while squeezing
their local support staff, the company spends nearly 50 percent of its
revenue on marketing bloat, including multi-million-pound Formula 1

McLaren sponsorships.

Traditional MSSPs face similarly devastating risks due to their reliance on
centralised cloud tools. The 2021 Kaseya VSA attack allowed hackers to
deploy ransomware to thousands of downstream businesses
simultaneously. Compounding this technical risk is the financial
extraction: MSSPs routinely lock small businesses into punishing 50,000
GBP multi-year contracts via predatory "per-user" billing, extracting
wealth from local communities while failing to prevent supply chain

disasters.



4.0 Structural Market Audit (SWOT)

A structured evaluation of the market highlights the strategic void that

whosthat.uk is positioned to fill.

o Strengths (Legacy): Massive marketing budgets, Formula 1
sponsorships, and entrenched brand recognition (e.g., Cisco,
Darktrace).

e Weaknesses (Legacy): High operational bloat, toxic employee
turnover leading to support degradation, non-existent crisis
support, and reliance on highly vulnerable centralised cloud
architectures (exposed brutally during the November 2025
Cloudflare outage).

e Opportunities (whosthat.uk): SMEs are actively seeking
transparent, flat-rate pricing models to escape the 50,000 GBP per-
user MSSP trap. The lack of ethical CSR (Corporate Social
Responsibility) in Big Tech presents a massive differentiation

opportunity.

e Threats (whosthat.uk): Pushback from prospective clients
accustomed to traditional SaaS models, requiring rigorous
educational sales approaches to demonstrate the value of

Sovereign, offline-capable hardware.



5.0 Macro-Environmental Audit
(PESTLE)

The macro-environmental factors heavily favour the whosthat.uk

Sovereign Appliance model.

e Political: Global data sovereignty laws restrict the transfer of
cloud telemetry. By keeping data processing strictly on the local

edge node, whosthat.uk bypasses international data friction.

e Economic: Tech recessions have led to mass layoffs across legacy
corporations. The whosthat.uk flat-rate model thrives in this

contracted economy, shielding clients from sudden price hikes.

e Sociocultural: There is a growing backlash against Big Tech. The
whosthat.uk mandate, which pledges royalties to help
communities, perfectly aligns with modern Corporate Social

Responsibility requirements.

e Technological: Centralised clouds are prime targets for systemic
routing failures (e.g., Cloudflare November 2025) and supply
chain attacks. Localised, open-source orchestration neutralises this

threat.

e Legal: GDPR and NIS2 compliance heavily penalise data leaks,
with the UK Information Commissioner's Office (ICO) leveraging
fines up to 17.5 million GBP or 4% of global turnover. On-

premises storage drastically reduces this legal attack surface.

e Environmental: Meraki licensing creates massive e-waste when
perfectly good hardware is "bricked" due to unpaid subscriptions.
The whosthat.uk 15W fanless appliances have a vastly longer

lifespan, fulfilling rigorous ESG requirements.



6.0 Audit Recommendations:

Implementation of Change

To capitalise on these market vulnerabilities, this audit strongly advises
instituting a formal Change Management strategy focused on three key

pivots:

e The Margin Pivot: Transitioning from consumer-grade sourcing
to a rigorous +25 percent B2B hardware markup, establishing an
untouchable RMA (Return Merchandise Authorisation) financial

buffer to guarantee 3-Year Next-Business-Day client support.

e The Deployment Pivot: Eradicating blanket deployments of high-
intensity RF hardware. Standard deployments now feature silent,
15W hyper-efficient appliances, reserving RF airspace monitoring
strictly for clients with explicit 24/7 physical security

requirements.

e The Messaging Pivot: Shifting the entire sales narrative away
from technical specifications and toward corporate trust.
Prospective clients must be educated on the severe public liability,
DOJ/SEC lawsuits, employee burnout risks, and extravagant
marketing bloat associated with legacy competitors, establishing

whosthat.uk as the definitive ethical and stable alternative.



7.0 Cultural Audit: Mindfulness and
Gibbs Cycle

Applying the Gibbs Reflective Cycle to this intelligence reveals a stark
contrast in corporate ethics and human impact. Legacy providers are
trapped by their own operating expenses; they must force recurring
licensing fees and burn through exhausted support staff simply to appease
shareholders, fund vanity marketing campaigns, and pay off DOJ/SEC
legal settlements. This toxic culture treats both employees and clients as
disposable assets, directly resulting in devastating public liability events

and stranded business owners.

A mindfulness analysis demonstrates that traditional cybersecurity relies
on fear and cognitive overload (alert fatigue), completely disregarding the
mental health of those involved. In contrast, whosthat.uk practices
Mindful Security. By automating threat mitigation at the local level, we
eliminate the chronic cortisol spikes caused by 2 AM false-positive
security alerts. By eradicating predatory per-user billing models, we
remove the existential dread associated with hiring new staff and escaping
50,000 GBP contracts. Ultimately, cybersecurity is transformed from a

parasitic corporate tax into a symbiotic act of community care.



8.0 Conclusion and Final Audit

Verdict

This comprehensive audit concludes that competing on technical
specifications alone is insufficient. The modern B2B battleground
revolves around corporate trust, financial predictability, and ethical
alignment. By enforcing disciplined B2B hardware margins, exposing the
legal, cultural, and safety failures within legacy competitors, and pledging
royalties to local communities, whosthat.uk is positioned to entirely
disrupt the UK mid-market cybersecurity sector. The systemic
vulnerability of centralised clouds, brutally exposed during the November
2025 Cloudflare outage, combined with the rampant corporate fraud
prosecuted by federal authorities, proves that Sovereign, on-premises

architecture is not merely an alternative; it is an absolute necessity.
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